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You hope it never happens, but for expatriates on foreign assignments around the world,
the potential need is palpable – always there, just under the surface. Thankfully, CIGNA
International Expatriate Benefits is there to make a difference.

Real Life: A serious accident …
When the teenage son of an expatriate member had a serious motorbike accident, the employee’s
healthcare plan became more critical than ever imagined. While living with his family in an Asian
country, the boy suffered a head injury with severe brain damage. Doctors and his family feared
the worst.
Thanks to CIGNA International’s clinical staff, along with our strategic partner, International SOS®,
the family was able to navigate the complexities of the local healthcare system and arrange the
right care to meet their son’s special needs. With long-term rehabilitation, intensive nursing
support and physiotherapy, the boy progressed remarkably well. And he and his family were able
to stay where they wanted – in Asia.

Market Leader: International Expatriate Benefits
Despite mounting world tensions, companies
continue to have a need to send employees to
other countries for extended periods of time.
For many, supporting an expatriate workforce
represents a significant investment of company
resources. The severity of a situation like this
could have resulted in a failed assignment for the
employer and the loss of a valuable employee,
not to mention added risks to the boy. Real
stories like this drive home the importance of
working with an experienced international leader.
CIGNA International Expatriate Benefits (CIEB)
is a leading provider of employer-sponsored
healthcare benefits and services – covering close
to 300,000 expatriates and their families on
assignments in over 200 countries/jurisdictions
around the globe. As a market leader, we serve
and consult with more than 2,000 multinational
companies via expatriate business units
throughout North America, Europe, the Middle
East and the Asia-Pacific region. Our global
footprint uniquely positions us to deliver up-tothe-minute advice on global health and wellness
issues to large enterprises and small
entrepreneurs alike.

Based on more than 30 years of global expatriate
experience, our services have been created
exclusively to help multinational employers
attract and retain top talent for international
assignments, as well as enhance the expatriate
experience for employees and their families
whether on short- or long-term assignments.
Meaning, we fully understand the intricacies of
international healthcare.

Ensuring High Quality Medical Care
Whether in a familiar culture or operating in an
exotic or remote location, finding appropriate,
high-quality local healthcare is important to
expatriates. As the first U.S. insurer to develop
specialized insurance solutions for multinational
employers and their globally mobile employees,
CIEB offers various funding options and a full
line of benefits, including:
■
■
■
■
■
■
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Medical
Dental
Vision
Pharmacy
Life
AD&D

■
■
■
■
■

Disability
Wellness
Cash Plans
Business Travel
EAP/Behavioral Health

At the core of CIGNA International’s healthcare
enterprise is a fully integrated, physician-directed
healthcare management system worldwide. CIEB
is the only global carrier with an international,
clinically experienced, in-house medical team.
Our full-time medical director and nursing support
staff are exclusively assigned to CIEB, bringing a
wealth of hands-on international medical experience.
And, our CIEB medical staff is backed by a worldwide
network of more than 3,000 professionals through
our affiliation with International SOS.
Because of our rigorous prescreening process and
extensive selection procedures, which are continuously
monitored and maintained, expatriates have access to
quality medical facilities and healthcare practitioners
with whom they can feel comfortable. Offering peace
of mind to expatriates when they most need it, the
quality of our global medical service is unsurpassed,
with services such as:
■

■

■

In addition to leading medical expertise, our multilingual customer service team is industry-leading too.
For over 10 years, studies have shown exceptionally
high ratings on our overall service, information
services and materials, and claims processing.
Our staff, located in dedicated, integrated service
operations in Europe and North America, is familiar
with claims practices around the world, as well as
multi-currency claims processing and claims
adjudication in different markets.
To keep your employees focused on what matters,
CIEB’s industry-leading services include:
■

Multilingual customer service representatives,
available 24/7, 365 days a year, eliminating time
differences and distance gaps

■

Robust networks of healthcare providers – nearly
500,000 in the U.S., 51,000 globally and another
42,000 through local partnerships

CIGNALinks, a direct-to-provider payment system
across 15 countries – a unique-to-CIGNA program to
help ensure employers meet regulatory requirements
and receive discounts when available

■

Immediate, real-time access to knowledgeable
physicians around the world for every medical
situation, from routine referrals to complex
emergencies

Secure Website access to benefit summaries, family
eligibility, claims status, claim forms in multiple
languages, EOBs, email links to Customer Service,
and a disease and healthcare condition center

■

Emergency medical evacuation and repatriation,
in cooperation with our global assistance partner,
International SOS

Online Country Guides with health, cultural,
security and pre-travel information for more than
190 locations

■

A full complement of concierge services and
emergency resources, such as replacement of lost
medications or coordination of emergency travel
arrangements for family members

■

Direct settlement and negotiated pricing in key
expatriate locations, including special rates in select
countries with certain providers

■

Real-time guarantees of payment – to all types of
healthcare providers and facilities extended to
physicians and dentists, not just hospitals – freeing
members from financial burdens when care is of the
utmost importance

■

A complete range of healthcare services from
information, clinician-provided advice, and referrals,
to appointment and admissions assistance

■

Web-based Expert Second-Opinion services
allowing members with serious diagnoses to be
reviewed by U.S.-based experts, without having
to leave assignment

■

Industry-leading Customer Service

Medical management and claims policies created
with international protocols in mind

Making a Difference
As a division of CIGNA International, CIEB is dedicated exclusively to expatriate benefits – coupled with
personalized services offering peace of mind to expatriates when they most need it. For additional
information on how our Expatriate Benefits can make a world of difference to your employees, contact
your local CIGNA representative.

“CIGNA,” “CIGNA International,” “CIGNA International Expatriate Benefits” and the “Tree of Life” logo are registered service marks of
CIGNA Intellectual Property, Inc., licensed for use by CIGNA Corporation and its operating subsidiaries. All products and services are
provided by such operating subsidiaries and other contracted companies and not by CIGNA Corporation.
812564 05/08 © 2008 CIGNA

Cloud Technology Services
Infrastructure management is growing
increasingly complex as mobile computing
rapidly becomes the standard. Integrating
cloud-based services into the network,
along with a vast variety of mobile
devices — many of which are chosen
by end users — adds new challenges
for IT at a time when budgets are being
reduced. Meanwhile, virtual and mobile
access to the network present new
and difficult issues when it comes to
security and governance. Meeting these
demands while providing and supporting
innovative new technologies — simplifying
existing processes and tasks — requires a
progressive network management strategy
and the tools to support it.
Cloud Technology Services from
CompuCom® offers your organization more
choices, reduced risk and simplified service
delivery. Our methodology matches your
business and the industries it serves with
the cloud technologies and services you
need to be successful. We look at your
culture and the ways people want to work,
and help your IT organization assemble a
portfolio of cloud services that accelerates
business and creates great experiences.

Our Cloud Technology
Services portfolio includes:
Converged Infrastructure
Management — Simplify IT support
by providing hands-off management
of implementation, support, health
awareness, and issue/outage resolution
of infrastructure and cloud resources.
Cloud Solutions — Choose from a
broad range of cloud options, host
workloads through a single pane of
glass and optimize the use of legacy
infrastructure with public and private
computing environments.
Network Solutions — Save money,
improve availability and enable right-size
bandwidth and technologies by taking
an integrated approach to the network
lifecycle and carrier services.
Security Solutions — Protect your
valuable and proprietary data with a
proactive approach that emphasizes
prevention across the enterprise, targets
endpoint and mobile devices, and
embraces new methods to prepare and
contain attacks.

REAP THE BENEFITS
Cloud solutions
customized to meet
your unique business
needs.

Converged Infrastructure Management Network Solutions
Managing a multi-vendor network can mean tracking usage
status across different platforms and locations, organizing
automation standards across multiple technologies, and
interpreting management data from various formats. Plus, you
need to track what is procured, who is using it, where, and how
often. CompuCom Converged Infrastructure Management
simplifies IT support by providing hands-off management of
implementation, support, health awareness and issue/outage
resolution of infrastructure and cloud resources.

Cloud Solutions
The cloud can offer significant efficiencies and time savings.
But managing cloud access for the entire enterprise — while
maintaining existing audit controls, regulatory compliance
and security — can be a challenge. This is especially true when
you lack the management tools necessary to control the entire
environment. CompuCom Cloud Solutions offer clients a broad
range of cloud choices to host workloads through a single tool
by optimizing the use of legacy infrastructure with your public
and private computing environments.

Every IT department is seeking to expand service availability
without increasing costs. That means leveraging the
latest technology innovations to optimize the network for
rapid growth and take advantage of evolving capabilities.
CompuCom Network Solutions take an integrated approach to
the network life cycle and carrier services to save you money,
improve availability and enable right-size bandwidth and
technologies that meet end-user and business needs. From
a cost and agility perspective, we reduce the time, money
and complexity of contracting the multiple pieces necessary
to deliver a reliable service. The manner in which we bring
these pieces together eliminates handoffs, resulting in shorter
resolution periods.

Security Solutions
You need technical security detection and prevention of any
and all security threats to your IT infrastructure and data center
that would cause data loss or denial of business services.
CompuCom Security Solutions is the front line defense
against IT security threats that could cause damage to your
business. With improved security management processes, we
help you identify, react, resolve and report security events
of interest. However, securing your data requires more than
firewalls and intrusion systems. Every device, including mobile
devices, is a potential entry point for an attack. CompuCom
Security Solutions provides comprehensive endpoint and
mobile security to protect your network. We can also help you
implement policies and tools to manage every remote entry
into your network and monitor end-user activity.

Learn more about CompuCom and our comprehensive services.
Visit us online at CompuCom.com or call us at +1 800.225.1475.
About CompuCom
CompuCom Systems, Inc., a global company headquartered in Dallas, Texas, provides IT managed services, infrastructure
solutions, consulting and products to Fortune 1000 companies committed to enhancing their end users’ experience. Founded in
1987, privately held CompuCom employs approximately 11,500 associates. For more information, visit www.compucom.com.
©CompuCom Systems, Inc. All rights reserved. CompuCom, Solution Café and ClientLink are registered trademarks of
CompuCom Systems, Inc. All other trademarks and product names mentioned herein are the property of their respective owners
in the United States, Canada and/or other countries. The information contained herein is subject to change without notice.

CompuCom® Security Services
Cybersecurity is a moving target, a
changing landscape of never-ending,
always-urgent tasks. As quickly as
organizations update security tools,
cybercriminals move even faster to
create new techniques to evade them.
Threat overload, regulation overload,
data overload, device overload — these
translate to more issues than you have
time, skill or money to address.
Today’s IT managers are challenged to
defend their data, networks and the
reputation of their organizations using
cybersecurity talent in short supply,
while cyberthreats become increasingly
frequent, complex and stealthy.
From traditional PCs and tablets to
apps and smartphones, attackers
look for weak points in gateways,
leaving IT infrastructures exposed and
vulnerable. One compromised system
can give hackers access to sensitive
data and create chaos that takes
valuable time — and sophisticated
skills — to detect and remediate.
No one enjoys thinking about the
possible damage, unflattering news
coverage or the astronomical costs
associated with a security breach. Yet,
having a strong plan to protect your

organization is fundamental. So is a
recovery plan to help deal with the
aftermath should the inevitable occur.
That’s where CompuCom® can help.

Cybersecurity: Protect, Detect
and React

CompuCom’s Security Services
augment your internal IT resources to
help you protect, detect and react to
evolving threats and attacks. We can
help you build a security plan, assess
your vulnerabilities or implement and
manage security solutions — just as
we have for decades for scores of other
market-leading organizations around
the world.
Our Security Services include multiple
service and advisory capabilities
across applicable IT processes and
systems areas. Available individually
or through a bundled approach, our
skilled professionals and sophisticated
solutions help you when and where
you need it most. You select the right
level of security services to protect your
organization or detect, respond and
recover from security incidents, and
we’ll work with you to provide the skills,
services and solutions you need.

Available Individually or Bundled
Access accomplished advisors with
extensive security expertise
Protect your data and reputation
with strong risk management
practices
Block and detect advanced persistent
threat attacks
Lessen time to detect indicators and
to respond and remediate
Isolate and quarantine breached
devices to stop data exfiltration
Secure sensitive data at rest or in
motion, and control and audit access
Identify and establish adequate
control documentation
Navigate compliance requirements
confidently
Integrate privacy and civil liberties
considerations

Pick and Choose Services
Backed by Knowledgeable
Professionals
CompuCom’s Security Services give
enterprise IT security teams the edge
needed to manage risk. In today’s highly
collaborative, mobile world, CompuCom
helps you comply with the security
policies, processes and controls you
need to manage your security risk daily.
By leveraging CompuCom’s decades of
information security expertise, you can
augment your internal resources with pick
and choose services and knowledgeable
professionals who know how to establish
effective and reliable security controls.
1. Virtual CxO (Trusted Advisory)
Services
Benefit from up-to-date knowledge
and expert guidance from CompuCom
resources —many of whom are
recognized IT security leaders,

certified and accomplished in their
respective technical areas
2. Security Resource Augmentation
Access security professionals and
expert consulting resources to quickly
supplement your internal skill sets
3. Business Impact Assessment
Align IT security with your business
objectives, obligations and legal
duties, and prevent wasteful overengineering and exposure from underengineering
4. Risk Assessment
Synchronize security with objectives,
lower risks to acceptable tolerance
levels and bolster operational
processes with up-to-date risk
information
5. Network Vulnerability Assessments
Satisfy compliance requirements,
validate mitigation efforts and focus
prevention activities on the most
important areas

SOPHISTICATED
SECURITY AND
ADVANCED CONTROLS
Shift from fighting security
fires and maintaining IT
equipment. Reimagine your
team as a vital function —
driving security initiatives to
protect, detect and respond
effectively to potentially
catastrophic events.

6. Business Continuity and Disaster
Recovery Planning
Create a clear plan for continuing
operations, meet compliance
requirements, identify needed
services and respond to disruptions
7. Legal, Regulatory and Contractual
Requirements Review and Control
Identification
Increase efficiency and efficacy of
compliance activities, monitor and
manage gap remediation, and track
accountable, responsible and informed
personnel
8. In-Depth Security Architecture
Develop a roadmap of security
controls, mitigating wasteful
over-engineering and risky underengineering that may lead to costly
incidents
9. Security Solutions
Enable consistent service
delivery, guide teams in roles and
responsibilities, and provide optimally
configured controls and reporting tools
10. Security Control Effectiveness and
Optimization
Optimize the full use of solution
features and capabilities, and
operational security, with technical
and administrative best practices and
countermeasures to reduce loss and
unavailability

11. Security Policies, Processes and
Procedures
Establish risk- and cost-effective
policies tuned to business needs
12. Penetration Testing
Verify whether critical business
processes are capable of withstanding
attack
13. Application Security Testing
Leverage automation without
increasing budgets, demonstrate
proper controls for audits, reduce
costs associated with software
security patches, confirm security
quality of off-shore-developed code,
centralize a dashboard of risks,
efficiently scale across business units,
and much more
14. ISMS Benchmark Service
Identify policies, processes and
controls that need attention,
implement historical trend analysis,
and analyze industry and demographic
comparisons
15. Security Management Snapshot
Use interactive, fixed-price workshops
for a high-level review of security
processes and controls, against the
NIST Cybersecurity Framework

Learn more about CompuCom and our comprehensive services.
Visit us online at CompuCom.com.
About CompuCom
CompuCom Systems, Inc., a global company headquartered in the U.S., provides IT managed services, infrastructure solutions,
consulting and products to Fortune 1000 companies committed to enhancing their end users’ experience. Founded in 1987, privately
held CompuCom employs approximately 11,500 associates. For more information, visit www.compucom.com.
©CompuCom Systems, Inc. All rights reserved. CompuCom, Solution Café and ClientLink are registered trademarks of CompuCom
Systems, Inc. All other trademarks and product names mentioned herein are the property of their respective owners in the United
States, Canada and/or other countries. The information contained herein is subject to change without notice.

COMPUCOM’S
SKILLED,
PROFESSIONAL
SECURITY RESOURCES
A robust security strategy
requires a skilled workforce,
qualified resources and expert
guidance to identify indicators
of compromise, align IT
security with operations and
deliver a variety of managed
services to address the
continually evolving nature of
IT security.

SmartDesk Solution
It’s difficult feeling like a small fish in a big
technology pond. You face pressure to
perform like the industry leaders, but
you don’t have their big budgets and
headcount. Despite these limitations, your
team depends on you to respond to their
technical support needs, get their IT issues
resolved, and get them back to work
quickly.
Whether you have 250 end users or
more than 3,000, technical support is a
competitive necessity. But enterprise-level
solutions can be pricey, and they don’t
often scale below 5,000 end users.
Consumer-level options could save you
some money, but they aren’t up to the
tasks of supporting mission-critical
operations or acting like the face of IT.
How do you get the technical support
that’s right for you?
The answer is SmartDesk SolutionTM by
CompuCom®, a technical support solution
that’s sized — and priced — just right for
today’s midsize companies.
A managed service, SmartDesk Solution
incorporates a solid foundation of IT
Service Management (ITSM), multi-channel
contact methods and automated tools to
save your business money and get your
end users back to work quickly.

Affordable Support.
Extraordinary Results.
CompuCom combines our enterprise-class
Service Desk with ITIL® processes to deliver
service management that can help
accelerate business growth. We then
package these components as a bundled
offering — sized and priced for your
business.
Service management capabilities provide
the outcomes your business requires:
n

80 percent of support calls and chats are
answered in 60 seconds or less for fast
response and support, regardless of
contact method.

n

90 percent of resolvable support issues
are closed on first contact, so end
users can get back to business sooner.

n

85 percent of password-reset calls are
avoided altogether through self-service
tools that empower end users to take
charge of their own technical support
— and their job satisfaction.

n

30 percent or more cost savings are
realized through comprehensive service
management and multiple contact
methods.

GOT PROBLEMS?
TECHNICAL
SUPPORT DOESN’T
HAVE TO BE ONE
OF THEM.
SmartDesk Solution
delivers real-time
technical support more
affordably than you
thought possible.
Whether you have 250
employees or more than
3,000, SmartDesk
Solution is the technical
support solution for
growing companies
like yours.

SmartDesk Solution delivers tangible benefits:
n

Enterprise-class service management support
at an affordable price.

n

Help shifting end users to faster and
lower-cost contact methods.

n

Fast, 24/7 technical problem resolution.

n

Ongoing recommendations for
continual service improvement.

Service Management that Reduces
Your Need for Technical Support
SmartDesk Solution proactively directs end users to the
quickest and lowest-cost means of resolving their technical
issues. That gets them back to work faster and more effectively.
It also shifts your IT organization from unproductive support
activities to strategic projects that help grow your business.
With SmartDesk Solution, end users consume technical
support services how and when they need them. Incident
management processes continually monitor the execution
of service operations, driving efficient and effective delivery
of IT services.
But SmartDesk Solution is about more than just IT. It helps you
get the most from your resources, improving the satisfaction
and productivity of all your employees. And it enables you to
focus on staying ahead of the competition to achieve business
success.

Technical Support You Can Count On
SmartDesk Solution provides a comprehensive service
management approach to technical support. It also delivers
established tools and service metrics uniquely packaged for
growing businesses like yours. Our enterprise-class tools,
processes and best practices include:
n

24/7 technical support.

n

Multiple contact options, including telephone, chat,
electronic, self-service and automation.

n

Data analytics to support recommendations on
opportunities for continual improvement.

n

A partnered approach in educating and marketing to end
users for faster and more cost-effective support options.

n

Support for today’s complex devices — from smartphones
and tablets to laptops and desktops.

n

A self-service password-reset solution.

n

Automated workflow and support solutions.

You need to squeeze every advantage out of your IT investment,
and you need your team focused on running the business.
With SmartDesk Solution, you get affordable technical support
to help you hit those targets — and win in the marketplace.

Learn more about CompuCom and our comprehensive services.
Visit us online at CompuCom.com or call us at +1 800.225.1475.
About CompuCom
CompuCom Systems, Inc., a global company headquartered in Plano, Texas, provides IT managed services, infrastructure
solutions, consulting and products to Fortune 1000 companies committed to enhancing their end users’ experience. Founded
in 1987, privately held CompuCom employs approximately 11,500 associates. For more information, visit
www.compucom.com.
©CompuCom Systems, Inc. All rights reserved. CompuCom is a registered trademark of CompuCom Systems, Inc. All other
trademarks and product names mentioned herein are the property of their respective owners in the United States, Canada
and/or other countries and are used with permission. All articles and studies quoted herein are the property of the author and
are used with permission. The information contained herein is subject to change without notice.

End-User Enablement
The once-solid line separating work
from home has blurred for workers. As
technologies such as high-speed Internet
and mobile devices have become more
ubiquitous, a new breed of end user has
emerged — one who is emboldened by
high-powered, consumer technologies
and now demands an always-on, accessanywhere way of working. As a result,
IT has had to find ways to support the
traditionalists who prefer enterprise
technologies, while enabling the techsavvy workers who bring their own devices
(BYOD) into the workplace.
CompuCom® can help. Our End-User
Enablement portfolio was designed from
the ground up to provide all-inclusive
end-user support for today’s consumerlike workplace. We offer products and
services geared toward harnessing
emerging, modern technologies to help
you improve workplace flexibility, enhance
worker satisfaction and productivity,
and streamline IT management. Most
important, we help you meet your users’
ever-increasing technology demands —
anytime and anywhere.

Our suite of End-User
Enablement Solutions
includes:
Persona & Identity Solutions — Align IT
with the needs of the business and end
users via a persona-based approach that
puts the right applications, devices, and
access in the hands of the right people,
at the right time.
Mobility Solutions — Govern the
entire life cycle of your mobile devices,
while supporting a fantastic user
experience and driving out costs through
automation, problem management and
advanced operational governance.
End-User Computing Solutions —
Receive full life cycle support for your
applications and desktop computing
devices, manage your application
portfolio and provide a more efficient
end-user computing environment with
performance management tools.
Workplace Solutions — Meet complex
user, device and business demands by
delivering consumer-like workplace
services and support that improve
flexibility, productivity and management
– both in and out of the office.

END-USER
ENABLEMENT AT A
GLANCE
Deliver true end-to-end
device management while
optimizing the end-user
experience and aligning
with business goals.

Persona & Identity Solutions

End-User Computing Solutions

You want to cultivate a flexible work environment in which
employees can thrive both in and out of the physical office,
but you also need to maintain security and compliance,
which requires a high level of governance over user roles and
activities. CompuCom Persona & Identity Solutions help you
find the right balance between IT control and user enablement
by capturing and categorizing the various persona attributes
within your organization, so you can empower your users with
the applications and devices they demand and focus your IT
investment on the roles that drive the most business growth.

A big part of any consumer-like IT environment is empowering
users to quickly and easily acquire the applications they want,
and that their devices are running properly. CompuCom
End-User Computing Solutions provide configuration, repair
and recycle services as well as desktop and application
management. We help you proactively manage the complete
life cycle of your end-user computing environment.
CompuCom also uses structured, state-of-the-art tools and
methodologies for managing your application portfolio and
licensing costs, and provides a streamlined approach for ondemand delivery of applications.

Mobility Solutions
In today’s BYOD world, you want to effectively support and
manage the devices your employees are using, but you may not
have the resources or expertise for developing a formal mobility
program with a holistic governance structure. A full-spectrum
offering, CompuCom Mobility Solutions incorporate mobile
devices into your sanctioned IT environment and managing
them from acquisition through disposition.

Workplace Solutions
The more you focus on delivering a consumer-like experience
for end users, the more your IT organization has to transition
from a pure technology manager to a broker of services —
which means managing the complete life cycle of applications,
devices and services within the context of how users consume
them — in and out of the office. CompuCom Workplace
Solutions use a flexible, technology independent methodology
to implement solutions that provide frictionless support across
home, branch and campus offices, regardless of the current
toolsets, software, hardware or processes you employ.

Learn more about CompuCom and our comprehensive services.
Visit us online at CompuCom.com or call us at +1 800.225.1475.
About CompuCom
CompuCom Systems, Inc., a global company headquartered in Dallas, Texas, provides IT managed services, infrastructure
solutions, consulting and products to Fortune 1000 companies committed to enhancing their end users’ experience. Founded in
1987, privately held CompuCom employs approximately 11,500 associates. For more information, visit www.compucom.com.
©CompuCom Systems, Inc. All rights reserved. CompuCom, Solution Café and ClientLink are registered trademarks of
CompuCom Systems, Inc. All other trademarks and product names mentioned herein are the property of their respective owners
in the United States, Canada and/or other countries. The information contained herein is subject to change without notice.
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A View Into Consumer Preferences & Attitudes: The Accolade Consumer Healthcare Experience Index

Understanding Consumer Preferences
More than ever before, consumers must make difficult choices in
maneuvering complex health and benefits systems. Most of us make
thousands of small decisions at a time when we’re ill, injured, stressed
or simply uninformed — What are my options? Where should I go? What
will my insurance cover? How much will I pay? Can I wait?
To better understand how “healthcare consumers” feel about their
evolving role, we’ve developed the Accolade Consumer Healthcare
Experience Index. This survey zeroes in on key elements of healthcare
consumerism to assess how individuals are making health-related
decisions, what’s impacting them and what we can do to help.
To use healthcare, consumers must navigate through complex and fragmented
systems created by different sponsors for different reasons. Along the way, they
make a series of choices, sometimes thousands of small decisions — often at a time
when they’re sick, injured or frightened, or maybe just not focused or informed.

more comfortable

While many health plans, hospitals and other organizations have collected

buying a house

information on patient satisfaction, we wanted to capture the consumer’s
perspective on the broader healthcare experience — beginning with selecting
medical benefits through to the delivery of care. This research shows that
consumers are clearly looking for a different experience, and that insured
Americans are sorely lacking healthcare knowledge, resources and support.
Overall, the state of the consumer healthcare experience in the United States is
not very satisfactory. Most of us don’t feel knowledgeable enough to make good
healthcare decisions.
Nearly one-third (32 percent) of insured Americans say they are uncomfortable
with their personal knowledge and skills navigating their medical benefits and the
healthcare system. This is higher even than the percentage of those uncomfortable
buying a home (25 percent) and twice as high as those indicating they were
Conducted online within the United States
by Harris Poll on behalf of Accolade, the
survey included 2,046 adults ages 18+,
among whom 1,536 had health insurance
through their employer, private insurance
or Medicare.

Americans are

uncomfortable purchasing a car (15 percent) or technology/electronics (16 percent).
In fact, in a different question, 15 percent of respondents went as far as to say their
lack of healthcare knowledge contributed to a poor healthcare decision. [See Figure 1]
“People’s understanding of healthcare is not necessarily related to their education
level,” says Saul Weiner, MD, co-founder and co-principal of the Institute for Practice

1

than buying
healthcare
services ...
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Meet the Experts

and Provider Performance Improvement (I3PI). “The knowledge required is so
specific that a person can have a PhD and still be at a loss.”

We turned to three thought leaders in the healthcare, employee communications, and
workforce productivity for additional perspectives on some of the primary themes in the
survey findings:

Further analysis shows that Young Workers (see page 13 for group descriptions) are
the least comfortable in decision-making across all categories — except for
shopping for technology/electronics, where their comfort level is the highest. Just

• The inherent issues related to an evolving healthcare ecosystem

56 percent of young workers are comfortable (44 percent uncomfortable)
navigating the healthcare system, while Retirees are the most comfortable doing

• The impact of individual life circumstances in healthcare decision making and behaviors

so, with 76 percent claiming comfort.

• The information gaps that inhibit employees’ understanding of their benefits and
engagement with health programs

The widespread discomfort is valid: In healthcare, nearly everything is
inconvenient, confusing, slow and opaque. Our sick-care system has been built

Jennifer Benz, Benz Communications

around hospitals and specialists. Consequently, in this time of rising consumer

Jennifer Benz is CEO and founder of Benz Communications, a leading consulting firm
located in San Francisco. Her clients include the “100 Best Companies to Work For” such
as NVIDIA, Adobe, Intuit and NetApp and large organizations such as Danaher and the
University of California. Ms. Benz is a nationally recognized expert in employee benefit
communication and is frequently quoted in publications, including Fast Company,
Human Resource Executive and Workforce Magazine. She has also testified before the U.S.
Department of Labor’s ERISA Advisory Council twice regarding retirement education, and was
named one of Workforce Magazine’s “Game Changers” in 2013. Benz Communications has
published a report, 2014 Inside Benefits Communication Survey, which is relevant to our
findings here. A summary is available at http://benzcommunications.com/blog/benz
communications- nbch-release-2014-inside-benefits-communication-survey-report.

expectations, the user experience in healthcare is falling behind, particularly when
compared with the likes of Uber, Amazon, or Open Table, according to research
from consulting firm Oliver Wyman.
One-touch summoning of an Uber ride is, obviously, not the same as navigating a
complex medical situation. But people have come to expect a mobile, personalized,
follow-them-anywhere, hassle-free experience in all other aspects of their life. Why
would they not expect the same for the majority of their health and wellness needs?
Oliver Wyman research also shows that we are at the start of a major shift — the
transition to “Health Market 2.0,” a market in which consumers shop with their feet

Saul Weiner, MD, The Institute for Practice and Provider Performance Improvement (I3PI)

in order to find a more personalized, transparent experience, and innovators are

Dr. Saul Weiner’s background is in internal medicine and pediatrics, and his research
is focused on patient-centered decision making and the challenge of individualized care.
He is the co-founder and co-principal of the Institute for Practice and Provider Performance
Improvement (I3PI), which employs direct observation of practitioners to help practices and
providers improve the quality of the care they provide to patients. He is also deputy director
of the Veterans Affairs (VA) Center of Innovation for Complex and Chronic Healthcare and
is a professor of medicine, pediatrics and medical education and vice provost of planning
and programs at the University of Illinois in Chicago. Dr. Weiner has recently co-authored a
book, Listening for What Matters: Avoiding Contextual Errors in Healthcare. More information
on his work on the subject can be found at http://www.contextualizingcare.org.

focused on the fact that consumer preferences and needs change based on
real-time life circumstance and type of health decision.

FIGURE 1

Consumers are uncomfortable with their knowledge of healthcare

Dave Ulrich, PhD

32% of people are

uncomfortable navigating
medical beneﬁts and the
healthcare system

25% are

uncomfortable
buying a home

16% are
uncomfortable
purchasing tech
and electronics

2

15% are
uncomfortable
buying a car

Dave Ulrich is the Rensis Likert Professor at the Ross School of Business, University of
Michigan and a partner at The RBL Group, a consulting firm fthat increases business results
through leadership, organization, and human resources (www.rbl.net). Ranked as the #1
management guru by Business Week, profiled by Fast Company as one of the world’s top 10
creative people in business, named a top 5 coach in Forbes and recognized by Thinkers50 as
one of the world’s leading business thinkers, Dave Ulrich has a passion for ideas with impact. His
bestselling books and popular speeches have shaped corporate agendas, and he has authored
30 books and 200+ articles that influenced three fields: organization, effective leadership and
the HR profession itself. Dr. Ulrich has been called the “father of modern HR” and “HR thought
leader of the decade” by focusing on HR outcomes, governance, competencies and practices.
He has spoken to large audiences in 87 countries, performed workshops for more than half of
the Fortune 200, and coached successful business leaders.
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What’s Getting in the Way?

Individual, personal issues often inhibit people’s ability to manage difficult healthcare
situations and the complexities of the fragmented healthcare system. When asked
which of the following life circumstances, if any, have contributed to a poor
healthcare decision, the top three personal obstacles reported were:

Today’s consumer journey is fragmented and fraught with complexity and
confusion. Sometimes life gets in the way of making the best healthcare decisions,
yet, consumers aren’t using the health-related programs available to them or
getting the most from their “go-to” resources.
Consumers find dealing with healthcare-related activities to be a great hassle. They

Top 3 hassles contributing to
poor healthcare decisions
Consumers sound off on what’s
preventing them from better
decision-making.

and diverse health-related resources. In fact, according to Oliver Wyman, most

55%

Coordinating various
aspects of care

53%

Understanding what
healthcare will cost

50%

• “Coordinating all the different aspects of benefits and healthcare” — 55 percent

Young Workers report a much greater lack of healthcare knowledge, as noted
percent) than the other three groups (reported by 22 percent of each).

the importance of the issues caused by life circumstances,” says Dr. Weiner.
“Separate research that I’ve been conducting for a decade has shown that addressing
these issues is critical to getting the care plan right so that patients actually benefit.”

A significant portion of Americans surveyed identified the following as the
top-rated hassles:

• Competing responsibilities, 19 percent [See Figure 2])

“Physicians, health plan providers, and employers all tend to grossly underestimate

consumers lack sufficient understanding of their financial exposure, funding sources
and underlying decision rules.

• Emotions, 26 percent

previously, and significantly more trouble with financial issues (reported by 42

tell us a large part of their discomfort is associated with the complexities of today’s
healthcare system — understanding, selecting, coordinating and managing multiple

• Finances, 31 percent

Understanding
healthcare beneﬁts

The cost of services and/or medications is the top reason for a poor decision, rated
by 60 percent of Working Families, young workers and Older Workers. This is

• “Selecting and understanding what healthcare will cost me” — 53 percent
• “Understanding and selecting benefits” — 50 percent
• “Coordinating care across different doctors, specialists and facilities” — 41 percent

FIGURE 2

• “Using employer-sponsored benefits programs” — 30 percent

Different life circumstances contribute to poor healthcare decisions

Intriguingly, Young Workers experience the highest level of bother from all sources —
significantly higher than any other demographic group. Across all sources of
healthcare hassles, there seems to a relationship to the person’s age: Perceived

Finances (i.e., ability to pay for
services or medication)

31%
26%

Emotions (e.g., stress, anxiety, fear)

difficulties decrease as age increases. This is especially true for Retirees, who
experience the fewest hassles in their overall healthcare experience and who,
coincidentally, have the highest healthcare decision-making comfort.

Life Circumstances

Competing responsibilities (e.g., family,
member care, work, personal, time limitations

19%

Attitude toward my health illness

19%

My knowledge of healthcare

Why are consumers not comfortable with their knowledge and healthcare
experiences? It’s different for everyone. Finances, emotions, knowledge and
competing responsibilities all factor into the equation differently, depending on

15%
11%

My relationship with my medical provider

8%

Social/family support

life’s circumstances and the patient population, yet, the bottom line is that these
Transportation/logistics (i.e., ability to travel
to/from appointments

contribute to poor healthcare decisions.

7%

Cultural or religious values

4

3%

5

Which of the following
life circumstances, if any,
have contributed to a poor
healthcare decision?
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statistically higher than for Retirees, where only 43 percent say it was a factor (the

The reasons given for not using these programs were very straightforward:

majority being on Medicare). Forty-two percent of Working Families say that

• 29 percent say they are “not relevant for me”

competing responsibilities cause poor judgments. This was statistically much higher
than for other groups, where it was reported by approximately 30 percent of

• 15 percent “don’t remember what’s available”

respondents.

• 14 percent say they’re “confusing”
• 13 percent “don’t like repeating the same information to different programs”

“Employers should take note of the extent to which people’s finances can stand
Founder of Benz Communications. “There are unintended consequences, for

Young workers, along with Working Families, could use the most support in

instance, of moving employees into high deductible plans that can affect health and

accessing healthcare benefits and care, yet they aren’t taking advantage of the

productivity in the long term.”

resources currently available. While they do use these programs statistically more
than Older Workers and Retirees, their usage still is quite low.

Underutilized Resources

The biggest barrier to use is lack of relevance: Across all demographic segments,

Consumers tell us they simply aren’t using the health-related programs available

between 25 and 35 percent considered such programs irrelevant. This opinion was

to them. This means that employer and health plan investments in these valuable

highest among Retirees. Working Families and young workers also give lack of time

resources and costly programs are often being wasted. For example, 24-hour nurse

as their reason 22 percent of the time, which is significantly more than Older
Workers or Retirees.

lines, condition management programs, provider cost transparency tools, second
opinion tools, wellness or fitness apps just aren’t used to any great extent.
Of the 86 percent who report they have employer or insurance company programs

The Right Resources and Relationships

available to them, 43 percent have never use them at all. Additionally (Figure 3):

With the advent of healthcare consumerism, Americans want and need to make
better decisions about their own healthcare and the care of their families — on

• 13 percent have used them only once in the past 12 months

everything from selecting and using benefits, to finding the right doctors, paying

• 18 percent used these programs 2-3 times over the last year

for care, understanding treatment options and coordinating care.

• 5 percent used them 4 to 6 times in the past 12 months

Consumer health and wellness decisions can be very complicated and vary by life
circumstances, budget, personal outlook and employment status. According to
Oliver Wyman, understanding preferences and circumstances, as well as real-time

FIGURE 3

decision context (e.g., a child with the flu versus a broken bone), is essential to

Employer and insurer programs are vastly underutilized

delivering a high-quality consumer shopping experience.

86% say their employer and/or insurer offers health-related programs

Since they don’t have the skills themselves, Americans want a resource they can
trust to help them — someone they believe is knowledgeable and acts in their best
interest when it comes to managing their health-related needs, such as getting the

18%

13%

right care.
Just over seven in ten Americans (75 percent) with health insurance say their
physician is their ‘’go-to’’ resource when they need to make key healthcare
decisions. A family member, friend or work colleague is the second choice for

have never used
these programs

used 1X in the
past year

used 2-3X in the
past year

most at 45 percent.
But, less than half of Older Workers (49 percent) say they have someone/a
resource to help them navigate the healthcare system.

6

29%

say they are “not
relevant for me”

15%

“don’t remember
what’s available”

14%

say they’re “confusing”

13

“don’t like repeating
the same information
to different programs”

• 12 percent each say they “don’t have time” or “not enough information is available”

in the way of making good health decisions,” suggests Jennifer Benz, CEO and

43%

The reasons given for not using
health programs programs were
very straightforward

7

%

12

%

say they “don’t have
time” or “not enough
information is
available”
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Interestingly, physicians are the second most popular “go-to” choice for this group, with
family and friends as their first choice. Internet websites rank third for this group.
While most people want their doctor to be their “go to” person when making healthcare
decisions, many tell us it just isn’t working. Only a small portion (16 percent) say their
physician understands them fully today. Among the 84 percent whose physician does
not provide this support, more than 90 percent (or 75 percent of the total) say “it would

A View Into Consumer Preferences & Attitudes: The Accolade Consumer Healthcare Experience Index

Less than half
of Older Workers,
49 percent, say they
have someone/a

be very or somewhat helpful if their physicians or healthcare resources took the time to

resource to help

better understand their personal/life circumstances, not just their current medical issue,”
when discussing or delivering care. (Figure 4)

them navigate the

“Physicians sometimes forget that patients have a life outside of the treatment room,”

healthcare system.

Workplace Impact
While the impact of health-related issues is multifaceted, the survey confirmed that
poor consumer healthcare experiences spillover into the workplace for many, with
a decided impact on productivity and quality of work for employers.
On average, employed adults with health insurance spend 3.5 hours per month
health insurance or healthcare-related issues, including health concerns/wellness
concerns. Only 9 percent of respondents say they don’t spend time at work on
healthcare. Overall, 9 in 10 consumers report they spend time dealing with health

minutes — many don’t have the time, inclination or training to pick up on what is

benefits and health-related issues while at work.
“Presenteeism is a huge issue in today’s workforce, and the survey results really

there are some physicians who are extremely good at paying attention to the patient’s

report having to deal with health
benefits and health-related issues
at work.

Average time spent

the Ross School of Business, University of Michigan and Partner, the RBL Group.

are not adhering to their treatment, it’s because they don’t know better or are

“And since a typical work week spans 40-50 hours, it’s not surprising that people

not motivated. In reality, it may be that they are just trying to cope with difficult

are dealing with care concerns during working time. The issue is not just about

circumstances beyond their control. Patients can help physicians to understand

3.5 hours

missing work, but being distracted while at work.”

this by speaking up and explaining what’s going on in very direct terms.”

Even worse, 28 percent of employed adults with health insurance have experienced
distraction (e.g., stress/anxiety that impacted focus and/or quality of work) as a
result of dealing with health benefits or healthcare issues. And, 22 percent of

FIGURE 4

consumers, or roughly 1 in 5, have missed work altogether as a result of dealing

One-dimensional physician relationships

Employed adults spend on average
3.5 hours per month during their
work time dealing with researching
and understanding health benefits,
health insurance or healthcarerelated issues.

with health benefits or healthcare issues.

While most turn to their doctor as their “go-to” resource when making healthcare decisions,
consumers also want physicians to consider their personal lives.

In the Working Families segment, the added demands of children were evident.
Significantly more Working Families report spending time dealing with healthcare
issues at work than either Older Workers or Young Workers. Nearly half of all Young
Workers claim healthcare distractions caused stress that impacted their quality of
work. Older Workers overall miss less work, are less distracted and spend less time

86%

dealing with healthcare issues.
“Simplification has become increasingly important for Human Resources teams,”
continues Ulrich. “Complicated training processes, career management, performance

16%

say providers
do this today

reviews and compensation systems confuse employees and gain little attention.
Employees are accustomed to simple solutions similar to the apps they have on
smart phones, where they can quickly access information and make decisions.
Healthcare is incredibly complex, so keeping this in mind when designing benefits
programs, making changes and introducing new tools is really important.”

8

consumers

underscore this fact,” save Dave Ulrich, PhD, Rensis Likert Professor of Business at

life circumstances, most are not. There’s often a tendency to assume that if patients

say it would be helpful if
healthcare providers took time
to understand their personal/
life circumstances, not just
diagnosis/medical issue

9 in 10

during work time dealing with (e.g., researching, understanding) health benefits,

says Dr. Weiner. “In the short time that they have with patients — roughly 12-15
happening in a person’s life that may be hindering the success of the care plan. While

Dealing with health at work

9

Missed work

1 in 5

consumers
have missed work altogether as a
result of dealing with health benefits
or health-related issues.
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A Spectrum of Needs in a
Multi-Generational Workforce

Working Families

A deeper analysis of respondent demographics revealed four mutually exclusive
groups of survey participants and examined the similarities and differences among

When it comes to taking care of health matters, respondents in the Working
Families segment struggle with time constraints, the cost of services and

Consumers sound off on
healthcare issues

them. The analysis showed distinct clusters spanning the adult lifecycle from Young
Workers and Working Families to Older Workers and Retirees, with each cluster
revealing distinct differences in each group’s views toward their benefits and the

38

%

healthcare system. In general, the older workers are, the more positive they are
about their healthcare and benefits experience.
Overall patterns suggest that with more healthcare experience comes more

37

%

confidence and satisfaction in using the system. Yet, while Retirees were the most
satisfied and reported fewer problems, they still want and need help. As expected,
Working Families have greater needs, but more surprisingly, Young Workers were
clearly the neediest when it came to accessing benefits and services.

60%

Young Workers
A significant portion of Young Workers need the most help in accessing, and
benefiting from, health resources. Interestingly, they rely heavily on their family and

76

%

of Young Workers are
satisfied with their
benefits/healthcare
of Working Family
members are distracted
by stress/anxiety related
to healthcare issues
of Older Workers cite
cost of healthcare
services/medications
as the top reason for
poor decision-making
of Retirees are confident
in their ability to make
good healthcare
decisions

competing responsibilities. They gave the second-lowest positive rating

Families placed

(42 percent) of their overall benefits and healthcare experience. Among all

a value in having

groups, more Working Families (84 percent) placed a value in having a single
trusted resource to help them with their healthcare needs.

a single trusted

A high number of Working Families take advantage of wellness visits; their usage

resource to help

is equal only to that of Retirees. Even so, life circumstances impact their healthcare

them with their

decisions: 60 percent give the cost of services and medications as the top reason,
and 42 percent cite competing responsibilities as top reasons for making poor
healthcare decisions.
This group expressed interest in employer resources, programs, incentives and
applications, but their use of them is limited due to a lack of time and feeling that
such programs are irrelevant.
Working Families report they spend significantly more time dealing with healthcare
issues than Young or Older Workers. In fact, 33 percent spend time at work dealing
with healthcare issues, 37 percent are distracted by stress and anxiety related to
healthcare, and 24 percent have missed work altogether.

friends as their “go-to” resource for healthcare information and counsel, yet only
about 30 percent claim to trust these sources. Young Workers, more than any other
group, seek providers who understand their life circumstances; 84 percent
expressed a desire for this.
Young Workers reported significantly more trouble with their healthcare knowledge
than other groups and admitted that this, along with financial issues, at times
resulted in their making poor health decisions. They experienced the highest level
of hassles in navigating their care, including understanding costs, coordinating care,
choosing and understanding benefits, and finding a doctor they can relate to. In a
related finding, this group reported the lowest positive experience with their
healthcare and benefits (38 percent).
Young Workers take advantage of employer-sponsored programs statistically more
than other groups. However, their usage is still not at high levels; they cite a lack of
time and a lack of program relevance as their reasons.
The difficulties that these Young Workers experience with the healthcare system
spill over into their workday. One quarter (25 percent) report missing work to deal
with health and benefits issues, and 43 percent claim that healthcare distractions
caused stress that impacted the quality of their work.
10

84% of Working

11

healthcare needs.
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Older Workers

respondent deMographics

Overall, Older Workers are the second most satisfied with their healthcare

Survey respondents were clustered based on a common set of characteristics.

experience; even so, fewer than half (43 percent) gave it a positive rating. Similarly,
fewer than half of respondents in this group have someone to help them navigate
the system. Compared to Working Families, Older Workers miss less work, are less
distracted by health issues and spend less time dealing with healthcare issues. At
the same time, they report using employer resources and employer-sponsored
programs less often.

Young Workers
The characteristics of this group taken together paint a picture of a young generation.
These were the youngest respondents, with a mean and median age of 29 and 28,
respectively. They averaged a little over two adults per household with no children. As the

When citing reasons for making poor health decisions, Older Workers listed the

most ethnically diverse group, they had the highest proportion of students and the smallest

cost of services and medications 60 percent of the time — significantly more often

proportion of married adults — and the highest proportion of never married people with

than did Retirees.

more than half never married. They were the most educated group, and, not surprisingly,
had the lowest rate of home ownership overall.

Retirees

Working Families

This group expressed the highest level of comfort in making healthcare decisions (76

This group was labeled accordingly because it was the only one of the four groups

percent) as well as the most satisfaction with their care and benefits. They reported

that reported children under 18 living at home. The median constellation was two adults

fewer problems and perceive the system to be more hassle-free than other groups

and two children, with the gender breakdown of 59 percent female, and 41 percent male.

even though fewer than half have someone to help them navigate the system.

Respondents averaged 39 years old. This group reported the highest percentage of

Nevertheless, Retirees are significantly more interested in having their care providers

employer-sponsored healthcare insurance (75 percent) and the most smart phone

understand their life circumstances. As the majority of respondents in this group are

users (96 percent). Eight in ten are married or living with partners.

covered by Medicare, the cost of services and medications was not listed as a major
reason for making poor health decisions. Retirees have less interest than other
groups in the resources, programs, financial incentives and applications that
employers make available.

Older Workers
Given their combined characteristics, this group was so named because of their average
age of 56. This group, the largest of the four, had a mean number of adults in the home of
2.09, with very few children under 18 living in their homes. Of this group, only 61 percent
had employer-sponsored healthcare insurance; 17 percent had private insurance and 22
percent, were covered by Medicare. One-third live alone, and they had the second highest
level of home ownership at 74 percent.

Retirees
In this group, a full 97 percent was retired. They had a male majority of 56 percent, had
the highest proportion of home ownership at 86 percent, and were the most likely to have
been married (or widowed) at 90 percent. This was the only group to average less than two
adults per household, and they had an average age of 69. No children under 18 lived with
these adults.
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What Can We Do?

solution. Almost half (47 percent) said they want, first and foremost, to have a
single person they trust to help with all of their healthcare needs.

Based on survey findings, it’s obvious that consumers are looking for a better
healthcare experience. So, what would most contribute to improving their
overall experience? First and foremost, Americans tell us they want more
personal, human support.

“Generally, employee retention derives from work opportunities. Health benefit
plans are a part of this equation, but not the driving factor for most employees,”
says Ulrich. “Personalized help would send a message of connection with employees
that goes beyond healthcare to signal social care. Employees often feel isolated
from each other, and having a service that provides a human touch around one of
the most personal aspects of their lives (healthcare) would not only be helpful, it
would be a symbol of an organization’s commitment to its employees.”

When it comes to getting help in selecting and using benefits, finding doctors,
paying for care, understanding treatment options, coordinating care or answering
other health-related questions, a vast majority of respondents — 80 percent —
would find it valuable to have a single trusted person to help them answer questions
for any health-related need.
“There is an expectation today that consumers should be ‘CEOs of their own
health,’” adds Dr. Weiner. “But, that’s unreasonable. You can’t be CEO of a company
if you have no one reporting to you and don’t have access to the information you
need to make decisions. That’s why it’s so important to give people help from
someone knowledgeable who isn’t on a 15-minute time clock — someone who is
specifically trained to be their advocate and to help them get the right care.”
When asked to rank solutions for improving their overall experience as a consumer
of healthcare, respondents most often mentioned personal help as their favored

FIGURE 5

Consumer cite several options to improve their healthcare experience
A single go-to person trumps all other options.

47% want to have a single

1 person they trust to help with all
Q: What’s the ONE thing you want most?

%
80
to have
a single,
80

their healthcare needs

agree that it would
be valuable

1

%
have a single,
trustedtoperson

2

agree that it would
be valuable

2

trusted person

3

to help answer questions for
to help need
answer questions for
any health-related

3

any health-related need

44
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47% want to have a single
person they trust to help with all
their healthcare needs
24% want more individual programs to
help manage their health
24% want more individual programs to
help manage their health

20% want more resources from their employer
or want
HR more
to answer
benefits
questions
20%
resources from
their employer
or HR to answer benefits questions

13%
want
digital/mobile
apps to help
themto
13%
want
digital/mobile
apps
make healthcare decisions on their own

help them
make healthcare decisions on their own

Many of the other ranked options for bettering the consumer healthcare
experience have been tried, yet, according to the survey, engagement in these
programs is still very low. These include:
• More financial incentives to drive their healthcare decisions (32 percent)
• More individual programs available to help manage their health (24 percent)
• More resources from their employer or Human Resources team to answer
benefits questions (20 percent)
• Digital/mobile apps to help them make healthcare decisions on their own
(13 percent)
Since our survey confirms that nearly half of the health management programs are
not used, it’s clear that employers and health plans need to take action.
“Employers need to make sure that they’re getting their money’s worth from the
programs they offer,” concludes Dr. Weiner. “And that can mean giving employees
that single, trusted source to help them navigate the system — someone who can
appreciate and work with their unique life circumstances. At the same time, health
insurers should be broadening their definition of quality care to include addressing
a patient’s life context — in other words, what’s happening in their daily lives that
influences care decisions and/or the ability to comply with treatment plans.. This
cannot be seen in a review of a medical chart, but can have an enormous impact on
the success of a care plan — and that ends up reducing healthcare costs.”
“Employers and health plans want employees and their families to be smart
consumers of healthcare, and they want people to take an active role,” adds Benz.
“But, the reality is that they feel absolutely ill-equipped to do this on their own. They
want and need someone whom they can call for help at any time.”
Our survey reinforces that people need — and want — help with their healthcare
decisions. Too many Americans are lost in today’s complex and confusing
healthcare system. Employers have an opportunity to help them get the right care,
avoid costly errors and boost productivity, which yields tangible results. By engaging
people earlier in the process and more comprehensively, companies can consistently
reduce their healthcare spending because employees and their families are using
their benefits more efficiently and effectively than ever before.
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Employers have an
opportunity to help
people get the right
care, avoid costly
errors and boost
productivity, which
yields tangible
results.

More About the Survey
The Accolade Consumer Healthcare Index survey was conducted online within the United
States by Harris Poll on behalf of Accolade among 2,046 adults ages 18 and older. This
online survey is not based on a probability sample and therefore no estimate of theoretical
sampling error can be calculated. Harris Poll was not responsible for the analysis or
reporting of the results. For complete survey methodology, including weighting variables,
please contact lynn.shepherd@accolade.com. More information on the Accolade
Consumer Health Experience Index can be found here.

Grouping Survey Respondents by Demographic Similarities
The survey data were subjected to hierarchical cluster analysis to create mutually exclusive
groupings of respondents based on their common characteristics. The cluster analysis
grouped respondents according to these survey responses:
• Employment status

• Living arrangement

• Type of insurance coverage

• Income and investment amount

• Geographic region

• Relationship status

• Ethnicity

• Education

• Age
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About Accolade
Accolade is an on-demand healthcare concierge for employers, health plans, and health
systems. Our team of compassionate, exceptional professionals is supported by breakthrough
science and technologies to guide people through the healthcare system in a deeply
personalized manner. By taking the time to get to know each person, understand the context of
their healthcare decisions, build trust and influence decisions, we deliver industry-leading
engagement levels, satisfaction scores unseen in healthcare, better health outcomes, and cost
savings of more than 10 percent. For more information, visit www.accolade.com.
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CASE STUDY
IMS MDSOURCE 360O

Florida Blue Engages Physicians
IMS MDsource 360o enables third-largest single-state PCMH program in U.S.
THE CLIENT SITUATION

•
•
•

•
•
•

Headquartered in Jacksonville, FL, Florida Blue is a leader
and innovator in the healthcare industry whose mission is to
help people and communities achieve better health
With 4.3 million members, Florida Blue covers 15.8 million
people in 16 states
Florida Blue launched its statewide Patent Centered Medical
Home (PCMH) to provide members with the utmost in
quality and cost-effective care
The PCMH includes 2,100+ physicians and serves more than
605,000 members, making it the third-largest single-state
operated PCMH program in country
Florida Blue expressed challenges similar to many PCMH
programs—initially, they manually reported program progress
internally and externally to physicians; program physicians also
manually reported progress back to Florida Blue
With limited physician inputs and manual processes, appeals
and discrepancies took time to resolve and PCPs lacked the
ability to identify at-risk members in need of prospective
intervention to improve care delivery

REQUIREMENTS & APPROACH

•
•
•

•

A few months later, Florida Blue chose to IMS MDsource
360o to enable them to continuously improve the delivery
of quality healthcare and increase cost-of-care savings

In the pursuit of health®

“In just the first few weeks alone, we
were able to close a few hundred
care gaps and the IMS MDsource
portal has received great reviews
from our physicians due to its
intuitive design and ease of use.”
— Barbara Haasis, R.N., CCRN,
Sr. Clinical Lead, Alternative
Payment Programs,
Florida Blue

Florida was most interested an interactive physician portal,
and an easier, more efficient and effective method to gauge
progress
The client was interested in IMS’s ability to provide quality
measure benchmarks, expedite appeal decisions, and include
a more collaborative physician performance scorecard
There was also the need to track quality indicators,
specifically to help physicians identify patient care gaps and
share patient information with physicians that went beyond
their individual practice to include the full patient
healthcare experience

IMS HEALTH ONE IMS DRIVE, PLYMOUTH MEETING, PA 19462

Find out more:
payersolutions@us.imshealth.com
781.464.3575
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IMS MDsource 360o

•
•
•

Specifically, Florida Blue wanted to increase primary care services in order to reduce ER visits
In addition to PCMH needs, Florida wanted to improve Medicare 5 Star results by providing doctors
participating in a Medicare program with scorecards and patient registries
Florida Blue also wanted the ability conduct and gather care gap alert information to be used in the
development and planning of new PCMH programs

CRITICAL SOLUTION COMPONENTS

•
•
•
•
•

MDsource 360o includes Payer-facing tools and physician engagement tools in an automated performance
management and improvement solution that blends objective cost and quality data and advanced analytics to
support clinical and payment initiatives
Payer-facing tools utilized by Florida Blue include:
• An Extensive Analytic Library
• A Robust Cost & Quality Analytic Engine
• Automated Administrative Tools and Appeals Processing
Provider-facing Tools utilized include:
• Intuitive Physician Scorecards
• Bi-directional Patient Management Interface
• Proactive Referral Management Scorecard

PCMH physicians
scored better than
non-participating peers
in clinical quality

metrics

NEARLY
of the time

While Florida Blue choose to directly manage only quality measures at this time,
they selected from IMS’s extensive library of over 300 quality, cost and composite measures (well beyond HEDIS),
providing comparisons to practice, group and national benchmarks based on data from over 100 payers
In this case, MDsource360o was customized to use the appropriate performance measures specific to the
individual physician, e.g. the PCP only sees measures pertaining to his/her practice type

OUTCOMES
Over the past year, the Florida program measured physicians’ performance based on 29 evidence-based clinical
quality metrics. Publically reported results from Florida Blue include:

•
•
•
•

PCMH physicians scored better than their non-participating peers did in clinical quality metrics nearly 80% of the time
One of the biggest areas of improvement related to emergency room (ER) use; participating physicians
witnessed a 12% reduction in ER utilization, compared to non-participating providers
Florida Blue also reported that its physicians have been very enthusiastic about using the portal and have
complimented the client on the new system’s ease
Additionally, hundreds of care gaps have been closed enabling better health outcomes for Florida Blue members

THE BOTTOM LINE
“We are extremely pleased with the first-year results of the state’s largest PCMH,” said Dr. Jonathan Gavras, Chief
Medical Officer and Senior Vice President for Florida Blue. “As we continue to grow in provider participation, and
increase the number of members being served, we look forward to this PCMH program serving as the new model
of delivering primary care that focuses on quality outcomes also while reducing costs.”
Earlier this year, Florida Blue’s Chairman and CEO Pat Geraghty thoroughly endorsed the PCMH concept. See a
video clip of him giving support to Florida Blue’s PCMH @ http://www.youtube.com/watch?v=_kALB8QUruc.

To learn more about IMS MDsource 360°, contact IMS Payer Solutions at 781.464.3575 or email us at
payersolutions@us.imshealth.com or visit us at www.imshealth.com/payers.

Added Benefits of Xponent Weekly

INFORMATION MANAGEMENT CONSULTING

To enhance sales performance management,
Xponent Weekly provides more frequent
assessment, enabling greater ability to respond
at both the local and national levels.

Should your transition to weekly require
customized business rules and alignments, IMS
consultants leverage prescription information to
solve a variety of business challenges.

For pharma sales users, the
primary advantages of
Xponent Weekly
include:

From examining the implications of weekly
compensation and quantifying the impact, to
targeted sales programs, to building precision
physician segmentation models and accompanying
precision message deployment, our experts can help
you realize the full potential of weekly intelligence.

IMPROVES PERFORMANCE MANAGEMENT

• More frequent market reads for greater
confidence and quicker reaction to product
launch, patent expiry, generic erosion
• Faster resource planning identifying “Hot
Spots” as they occur and reversing negative
trends quicker
TRACK KEY STAKEHOLDERS POWER SHIFTS

• Keep abreast of doctors, payers and
patient influences
• Monitor and manage market impact, and
react effectively and efficiently
• Ensure messages are up-to-date and relevant
to stakeholders based on the latest, most
actionable information
RE-FOCUSES SALES & MARKETING

• Forecast for mid-cycle adjustments (sales
expense budget planning short/long fall) that
maximize results
• Finer deployment of sales force, size and
structure based on opportunities and resource
• Unify Sales & Marketing to eliminate
confusion in the field force between targeting
and compensation
ACCELERATES COMPENSATION CYCLES

• Sales reps see the results of their efforts quicker

For example, Xponent Weekly consulting
offerings include:

Today’s challenging

• Xponent Weekly Strategic Assessments focusing
on business process and information flow
surrounding the receipt, load and quality of
control activities

pharmaceutical sales environment
requires faster response to market
events, revolutionary methods to
improve sales force performance,
and sales and marketing strategies
that work in unison to respond
to market forces.

• Xponent Weekly WxDM supplying normalized data
and reference files ideally suited for speeding and
simplifying data warehousing
• Xponent Weekly Delta Files offers the ability to
load history changes on a weekly basis
Our consultants can help you better manage,
integrate and link weekly prescription information
to other databases used to manage your business,
ensuring that you receive the maximum return on
your IMS investment — and that you receive all of
the benefits these combined information assets offer.

MAXIMIZE SALES PRODUCTIVITY

FOR ADDED AGILITY INQUIRE NOW
For more information on how IMS Xponent Weekly
can help you gain additional insights and knowledge,
please contact your IMS Account Manager.

IMS HEALTH ®
660 West Germantown Pike
Plymouth Meeting, PA 19462-0905
Tel: 610.834.5000
www.imshealth.com

Feedback
and Results

®

IMS Xponent Weekly

• Reduce compensation cycle time by a minimum
of 4 to 6 weeks gaining as much as 6 weeks in
processing time
© IMS Health Incorporated. All rights reserved.

Accelerate

07007-A

At IMS, we’re proud to deliver significantly greater
agility and accuracy with IMS Xponent® Weekly, the
next industry benchmark for Rx intelligence.
Weekly insights maximize sales productivity via
quicker, more comprehensive views of sales
performance, and integration of all channels at the
prescriber-plan level. All this leads to faster sales
performance feedback utilizing multiple weekly
data points to accelerate compensation cycles.

I MS XP O N E N T W EEKLY

Transition From Monthly toWeekly
When you do decide to make the move to Xponent Weekly, there are systems, operations and business processes to
consider before enjoying the advantages. Regardless of your need, IMS is here to help make your transition smooth.
Infrastructure Impacts
Conversion to Xponent Weekly may impact multiple
infrastructure support systems for a variety of
business areas, including Managed Care, Executive
Reporting, Sales Force Planning, Compensation and
Sales Force Automation.
Increasing volume and increasing frequency will
obviously impact multiple database operations
resulting in required modifications or edits.The
efforts accompanying these changes may range from
minimal to moderate, depending on your systems.
Implementation Planning
While implementing new compensation data requires
focus, it can move smoothly with a clear action plan
that maps the key elements of Planning, Designing,
Implementing, and Automating and Tracking.
Our simplified roadmap for implementing Xponent
Weekly highlights a much-needed focus on planning
and design activities. IMS encourages a business and
technical strategy that includes several steps, such as:

Xponent Weekly Implementation Roadmap
Planning

• Define & Map Current
State Process

Designing

• Future State Process
Diagrams

Implementing

• Extract, Transform &
Load Changes

Automating
& Tracking
• Roll-out & Training
• Quality Control

• Impact Analysis of
Old vs. New
• Prioritize Business
Unit Objectives
• Capacity Planning

• Database Modeling

• Additional Storage
• Change Management

• Prioritization of
Changes
• Document
Interdependencies

• Database Tuning
• ROI & Metrics
• System/Database
Interface Changes
for Business

• Develop a vision
• Discuss business applications

• Budget Estimates

• Delineate a communications & change
management strategy

• Project Plan

• Parallel Testing

• Data Inquiry Process
• Process Improvements

• Detail an ROI approach
• Develop success objectives

© IMS Health Incorporated or its affiliates. All Rights Reserved.

Best Practices
At IMS, we’ve also established several best practices
to assist you in the move to weekly compensationgrade information. Our best practices include:
• Data Analysis: Depending on your aggregation
approach, your data analysis plan should assess the
data at all geographic levels, comparing one cycle
to one cycle, whether it be one quarter or one
trimester
• Technical Analysis: Reviewing data warehouse
requirements and testing for necessary size and
volume adjustments
• History: Two best practice options are available:
Compensation History Base, used to set new goals,
and a Complete History Base, to establish a history
base and a semi-annual refresh
• Ongoing: For ongoing deliverables, a best practice
example is weekly deliverables with an annual
refresh of full history in weekly increments
For more in depth information on recommended
best practices please contact your account manager.

WHITE PAPER.
Understanding the National
Strategy to Secure Cyberspace:
Mandate or market force, does
the motive really matter?
By Ed Hogan, Director, Defense & Domestic Security
Programs, Global Public Sector
Even the title sounds ominous—The National Strategy to Secure
Cyberspace, ugh! Although the 70-plus-page document may not
be relaxing bedtime reading, an understanding of its intent is
vital to securing business-critical information infrastructure.
Heard of it, but not sure what it’s all about? The Strategy
outlines an “initial framework for both organizing and prioritizing efforts.” Basically, it’s meant to educate, increase awareness and motivate action—to put cyber security center stage.
While more than half the message is about raising awareness,
it’s meant to inculcate industry with the need for action and to
make non-governmental entities cheerleaders, advocates and
apostles of buttoning up the gaping holes in cyberspace.

c Systems Integration.
c Outsourcing.
c Infrastructure.
c Server Technology.
c Consulting.

Imagine it

Done

The final release.
The Strategy outlines the steps that industry, government and citizens need
to make to increase the protection level of our nation’s cyber infrastructure.
While some say it’s less a strategy and more a list of best practices, there is
strong emphasis on the public-private partner-ship—where cooperation and
information sharing between government and the private sector is critical to
ensuring the successful implementation of the Strategy.
Although an important step in the right direction, critics have called it
disappointing and toothless because it lacks regulatory mandate. What the
Strategy lacks in requirements, it makes up in argument for security—with
the Internet at the core of the case for vulnerability. Of primary concern is
the potential for debilitating disruption to critical commercial sectors, economic well being and, of course, national security.
Despite critics and the document’s size, like it or not, it will be existing
market forces that pressure industry into tackling cyber security. Market
forces, which unfortunately now include computer viruses and cyber terrorists, provide more motivation than government could hope to mandate.
Regrettably, it isn’t just a scare tactic anymore.

Appreciating threats and vulnerabilities.
Stated objectives of the Strategy are to prevent cyber attack, reduce vulnerability and minimize damage and recovery time – noble causes all. In reality, the
growing interdependency and uncertainty in business today is enough to facilitate action given an understanding of the issue. Although almost every organization has experienced some level of cyber intrusion, in most cases how well a
company plans dictates how well it reacts and how much remediation ultimately costs. In understanding the threat, the business case makes itself.
Take as example any business, large or small. Ask “what’s the potential for
disruption and debilitating cost, if your order entry system shuts down for several days? How would you recover information or repair damage? What’s the
potential lost revenue should your infrastructure collapse due to virus attack?
What if you housed critical customer data, private data, in a hacked database?
How would customers react?”
Understanding vulnerability is only a part of the picture, there’s also uncertainty about potential threats. Cyber attack can come from anywhere, disgruntled internal threats, external predators or global fanatics. Increasing interdependency and uncertainty will soon be enough to make sure those with whom
you conduct business are secure partners, secure suppliers, secure customers.

To incite action beyond just understanding,
the National Strategy lays out the Five Priorities
for Cyberspace Security—here’s how your business
can participate, prepare and plan to minimize
the risks of cyber threat.
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We want you!
According to the White House, the Strategy was developed to “engage and
empower Americans to secure the portions of cyberspace they own, operate,
control, and with which they interact.” Simply put, unlike physical space
everyone is responsible for cyberspace. It brings to mind the pointing
finger of an Uncle Sam poster. This means you—industry and individual,
corporation and citizen, public sector and private.
Still, the Strategy strongly puts the onus on private industry. The role of government is not the strong overseer some had hoped for, but the conciliatory
coordinator. “The Federal government’s role is justified only where the benefits
of intervention outweigh the associated costs,” the Strategy pronounces.
Does that mean industry bears the weight of securing cyberspace? Frankly,
yes, for the private sector “owns” 90% of the nation’s cyber infrastructure.
Thus, the private sector is better equipped to respond and quicker to react
given the speed of most attacks. In large part, that’s the way it has to work—
the way it will work best. Just ask yourself if your company can afford not to
take action, to wait for the government to do it for you. Then decide how
you’d like to transfer your next file.
Sharing data—mine, yours, ours.
Relying on infrastructure to share data, files and documents among different
physical, geographical and logical systems is just one of the forces increasing
cyber vulnerability. Moving information not only between applications, but
across boundaries of systems and networks has blurred the lines and created
new spaces where ownership is blurred as well. Take for example data
exchange in cyberspace—companies share data with suppliers, employers
share data with benefits providers, banks share with financial partners,
insurers with hospitals, utilities with regulators, ad infinitum.
Who polices the data during exchange? You wouldn’t trust just anyone to
deliver important documents to the post office or cash to a bank. Why do the
same with information?
Determine if you trust partners enough to interact with them. Can you
require those you do business with, partners, suppliers and customers, to
embrace procedures and technology that decrease their threats and in turn
your vulnerability? Soon your cyber security profile may be required as
authorization to interact just as VeriSign certifications are the norm at Web
retailers. An organization’s own best interests are at stake in adopting
security. It’s not just smart business, it’s becoming a business requirement.
Crack one, hack all.
Why is the government asking for volunteers? The government correctly
recognized it couldn’t regulate the solution. From the beginning a mandate
was undesirable, because it’s impossible to legislate criteria affecting everyone
from corporations to home users. It’s too broad a space to dictate and to
mandate would mean bowing to the lowest common denominator—an
approach that most likely would impede technological progress and erode
system performance, as well as require undue spending.
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Business can’t step back in this e-commerce world, needs differ, environments
differ, solutions differ. While each entity has its own agenda, dependencies are
increasing, reliance on interconnected systems continues and the number
of touch-points inside and outside your company, your industry and your
geography grow exponentially in this globally interconnected society.
Common criteria would result in a less flexible, less secure solution.
Responses dictated by government would be more homogeneous, having
similar architectures set against a common set of requirements. If you’re a
hacker, that makes things easy—crack one and hack them all.
Success or failure—it depends.
Although it couldn’t come at a worst time in terms of the downturn in the
economy, the war with Iraq or the government’s fiscal budget crisis, the call to
action is really a call for investment. It is a call meant to motivate, company by
company, industry by industry, to make the investment. Though aside from
being costly, how the Strategy will be judged is an outstanding question.
Security has always been about risk reduction and since nothing can ever be
made 100% secure the real question is can the Strategy help minimize risk.
This time next year, answers to a few key questions may predict success or
failure, at least in terms of the Strategy’s impact on industry. How long can
you wait to answer to these questions:
• What do you know about your own vulnerabilities?
• Have you minimized the impact of known threats?
• How prepared are you should something happen?
• How well are you able to handle intrusions or attacks when they do occur?
• Have you been able to mitigate the impact as much as possible?
• What is the cost of continuing business as you know it?
What happens next is anybody’s bet. With continuously evolving threats,
advancing technology and the race to stay ahead, we will never be able to
eliminate the threat entirely, but we can take steps to manage the risks.
Whether you wait for government policy to dictate or act preventively—
you still have to understand cyber security, embrace it and take action.
Beyond just understanding:
National cyber security priorities & planning.
“Securing cyberspace is a difficult strategic challenge that requires coordinated and focused efforts from our entire society….” According to the National
Strategy to Secure Cyberspace, the recommendation is to take actions
consistent with the Strategy. Exactly what does that mean?
Communicate and collaborate. Essentially, it boils down to five points that
focus on communicating better to improve awareness and response to cyber
incidents, and collaborating to reduce the potential impact from cyber
attack. The five priorities outlined cover specific recommendations about:
1) Response systems: analysis, warnings, coordinated views and response,
contingency planning and crisis management
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2) Threats and vulnerabilities: assessment and consequences, physical and
logical interdependencies, mechanisms for trusted computing, securing
the Internet and assessing emerging systems
3) Awareness and training: training, education and awareness, and
professional certifications
4) Government systems: securing Federal cyberspace
5) National and International legalities: cyber crime, counterintelligence,
tracking and attribution, U.S. security, international protection and
warning/watch networks
The Strategy recommends a combined role of public-private engagement
to facilitate collaboration on at least the first three of the five priorities.
(Priorities 4 & 5 are deeply imbedded in the public sector.)
One of the benefits of a non-regulatory strategy is that industry gets to
react in a collaborative way, rather than having an edict of must do. It’s in
industry’s best interest to be proactive and innovative, rather than spend
time, money and effort in conforming. The question is where to start?
Public/private partnership.
While the public/private partnership will take on a variety of forms and
issues, the first step is raising awareness—meaning analysis, watch and
warning activities, information exchange and restoration efforts. The
remaining recommendations include training, improving technology, stimulating market forces, identifying and remediating vulnerabilities, exchanging
information and planning recovery operations.
In applying training and technology, it’s important to appreciate the differences between capital investment and investing in human capital, using people resource and effectively upgrading through awareness and training. The
best technology solutions are worthless unless your people or those you
count on to run your business processes are both aware and smart.
If using good people is half of the equation, the other half is pioneering
new technology. Here again, market factors will stimulate technology suppliers to invest in creativity and innovation to meet the need. Individual firms
will be forced to invest in technology to remain viable, competitive and to
limit liabilities. In this healthy competitive environment, cyber solutions will
advance to close the gap much like biometrics and other integrated intelligence tools are already doing. Supply and demand will drive better solutions
than government could mandate.
In addition to collaborating, exchanging information is essential to identifying and remediating vulnerabilities. Alerts and notices, knowing something
is happening and responding as rapidly as possible, is critical to shorten the
time between knowing and acting. In planning recovery operations, best
practices and experience play an important role in business contingency and
continuity planning. Yet, the key word in planning recovery operations is
PLANNING. It can make the difference between reacting and recovering.
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Zero-Gap Planning.
Any good plan starts with analysis and assessment. A vulnerability assessment that thoroughly analyzes your risks, business needs, vulnerabilities and
threats, and gauges the impact of potential disruption and damage is critical
to good planning. And, key to assessing the potential risk are knowledge,
expertise and experience in assessing cyber threats. That’s where external
resources like Unisys bring more than just value.
If yours is a business model where security skills are not considered a core
competency, asking your internal security staff to focus on cyber security is
probably not an option. Working with a security expert with a proven
process for analyzing business needs against the cyber security environment
will undoubtedly speed your ability to react and recover from the next virus
or attack.
Unisys has the technology and service expertise to help protect business
infrastructure and protect the information that keeps businesses in business.
Unisys secures organizations from top to bottom using a unique approach
called Zero-Gap Security Planning. It helps identify the gaps in security
plans, measures and procedures, and supports overall business goals while
integrating all levels of the organization for a comprehensive protection plan.
While no solution is 100% guaranteed, in Zero-Gap Planning security
teams work to develop a fortified cyber defense landscape, capitalizing on
expertise in a variety of critical industries. Security services are guided by
Unisys Security Architecture, a holistic approach that marshals solutions and
services enabling customers to build a multi-layered security infrastructure
for e-commerce in transaction-intensive network infrastructures as well as
single network domains.
In addition to providing technology and process solutions, external experts
can monitor and manage your cyber security on an ongoing basis. With a
full set of security solutions, outside security experts can do more than protect your network, they can protect your entire business by helping you
manage risk and minimize vulnerabilities across the entire enterprise.
A role for your company.
In addition to securing your own cyberspace, the government has another role
for business. The Strategy outlines the expected role of the private sector in
what’s referred to as the public/private partnership. It also provides a full catalog
of critical commercial infrastructure sectors, which lists just about everyone,
including banking and finance, insurance, chemical, electric, oil and natural gas,
water, information and telecommunications and transportation. That doesn’t
mean that those not included get a pass. Accordingly, it’s the responsibility of
each company, regardless of industry, to have an active security policy, audit
programs and instill best practices, as well as facilitate communications.
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Yet, it’s much more effective if individual companies approach cyber security as a part of an industry—to educate and lobby others to have an equal
approach. The Strategy recommends the creation of Informed Sharing and
Analysis Centers (ISACs) to monitor and direct respective industry infrastructures in the event of a cyber attack. ISACs are meant to share institutions and mechanisms across industry sectors, reduce risk by developing best
practices, evaluate technology advances and certify new technology products.
The greatest benefit of the ISAC is in information exchange—sharing
information about attacks, trends, vulnerabilities and best practices. By being
involved the individual company is more current on requirements, issues and
solutions relevant to the particular industry. More importantly, it provides a
forum for not having to address the issue alone. One company doing a
superb job does not solve the problem.
The goal should be making the overall business and specific industries
better equipped to prevent, reduce and mitigate the impact of cyber attack.
In reality, market forces again come to bear. While collective measures are
noble, those who actively embrace the challenge and create a plan are much
better equipped to handle the inevitable, much quicker to respond and
recover, much better able to minimize effect and cost. In the long run, these
are companies that will be recipients of a formidable competitive advantage.
Ed Hogan: Bio.
Edward Hogan is the Director of Defense and Domestic Security Programs
at Unisys, where he is responsible for coordinating and leveraging the entire
company's capabilities and solutions relevant to meeting market requirements to insure security of citizens, business and government. He works with
all segments of the company to bring Unisys services and solutions to
defense agencies and military services worldwide.
Ed is a Unisys employee of more than 30 years with additional valuable
experience in government. Prior to his current position, he served as vice
president, Marketing and Strategy for the Global Public Sector industry
group. In that capacity, he directed the full range of marketing functions of
Unisys Global Public Sector entities worldwide including strategy development, alliances and government relations. Ed also served as vice president of
market development and planning for Unisys Federal Government Group,
where he managed strategic marketing, marketing support, strategic planning, and market research in the U.S. Federal Government environment.
Ed is a retired U.S. Navy Commander with over 25 years of active and
reserve service. He served as a petty officer on destroyers in the North Atlantic.
Following university, he was commissioned and was an information technology officer on the staffs of both the Chief of Naval Operations and the Joint
Chiefs of Staff at the Pentagon on activities related to command and control
and crisis management. Prior to his retirement he was a staff officer for
politico-military plans and policy, Office of the Chief of Naval Operations.
He holds a Bachelor of Science in Business Administration from Clark
University in Worcester, Massachusetts. Ed and his family reside in
Middleburg, Virginia.
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